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These directions are in part a more granular and visual version of the useful installation information that can be found on
developers’ site at: http://tinyurl.com/7wajxq2

1. Download the following to the device on which ACE will be running (make sure to note where Tomcat and MySQL
Connector end up being stored on the device):

- Java 1.6+ (http://java.com/en/)

- Tomcat 6.0+ (http://tomcat.apache.org/)

- MysSQL 4.0+ (http://www.mysgl.com/)

- MySQL Connector 5.1.X+ (http://www.mysql.com/)

2. Download ACE (whatever version is chosen, note where distribution gets stored on device and unpack):

) Audit Control Environment - Files - ADAPT Projects - Mozilla Firefox

File Edit ‘“iew History Bookmarks Tools  Help

i; - c x iy iﬁlhttps:,l'll'scm.umiacs.umd.edu,l'redmine,l'au:la|:|tIprojects,flist_FiIesIace

|E| Most Visited ’ Getting Started 5 | Latest Headlines

‘ | '] Acerpudit Manager Installation Guids - .|| [ | | Audit Control Environment - Files... 3 ‘

Home Projects Help

Audit Control Environment

Overview Activity Roadmap Issues New issue  News Repository
Files
File ~ Date
1.6
ace-am-1.6-src.tgz 02/03/2011 11:28 am
ace-dist-1.6-bin.tar.gz 02/03/2011 11:28 am

ace-dist-1.6-bin.zip 02/03/2011 11:28 am



3. Create ACE Database and User (Open MySQL Command Line Client and run the following commands where
‘YOUR_PASSWORD’ is a novel password to be set for the database.)

MyS0L 5.5 Commmiand Line Client

Enter password: oo

Welcome to the MySQL monitor. Commands end with ; or “Ng.
Your MySQL connection id is 16

Server version: 5.5.15 MySQL Community Server (GPL>

Copyright ¢c)> 2808, 2818, Oracle and-sor its affiliates. All rights reserved.

Oracle iz a registered trademark of Oracle Corporation and-sor its

affiliates. Other names may he trademarks of their respective

ouners .

Type 'help:’' or *~h’' for help. Type '~c' to clear the current input statement.

mysgl> _

mysql> create database aceam;
Query OK, 1 row affected (0.01 sec)

mysgl> grant all on aceam.* to 'aceam'(@'localhost' identified by 'YOUR_PASSWORD';
Query OK, 0 rows affected (0.00 sec)

mysql> use aceam;

Database changed

mysgl> source ace.sql;

ERROR 1146 (42S02): Table 'aceam.ACTIVITY_LOG_ENTRY' doesn't exist
ERROR 1146 (42S02): Table 'aceam.ACTIVITY_LOG_ENTRY' doesn't exist

Query OK, 0 rows affected (0.00 sec)
Records: 0 Duplicates: 0 Warnings: O

mysql> exit
Bye

4. From the unpacked ACE download, copy ace-am.war to the \webapps folder of Tomcat.

. ace-am-1.6 !E
File Edit Wiew Favorites Tools  Help "
- | [k
&, ) ? / Search Folders E\ W) Falder Sync
Address |_| Ci\Documents and Settingsimbennett\Desktoplace-am-1.6 j a Go
Mame | Size | Type | Dake Modified |
File and Folder Tasks = ilicenses File Falder 100402011 3:36 PM
- this Fil Jupdates File Folder 10/4/2011 3:38 PM
] =
E@ Frame s e £ ace-am.sq SKE SGLFile 1{24/2011 4:52 PM
[y Mowve this file = 9,418KE WAR File 212{2011 12:39 PM
[ Copy this file ace-am, xml 4KE Serna XML File 11312011 9:43 aM
@ Publish this file to the Web ]| IMSTALL 4KE Filz 2/112011 3110 PM
£ E-mailths Fils = LICENSE 1KB File 2/1/2011 3:10FM
x Dielate this Fils || README 1KE Filz 2f2j2011 11:55 AM
S| PGRADE ZKE File 2/z2]2011 11:55 AM

...copy



& webapps =]

File Edit ‘iew Favorites  Tools  Help | o
O Back - \_/J - ‘ET /~ Search Folders Elv @ Folder Sync
Address ||j Cilapache-torncat-6.0.33webapps j Go
Mame = | Size | Type | Dake Modified |
File and Folder Tasks = [ ace-am File Folder 10502011 10:11 AM
o Jdocs File Folder 107472011 3:54 PM
IEE Rename this file )
: o [Jexamples File Folder 107472011 3:54 P
[y Morve this il Cohost-manager File Folder 10/4{2011 3:54 PM
[ Copy this file [CImanager File Folder 10/4/2011 3:54 FM
@ Publish this File to the 'Web File: Folder 10/472011 3:53 PM
9,415 KE WAR File 21212011 12:39 PM

&3 E-mail this file
> Delete this file

...paste

5. Place a copy of the configuration file ace-am.xml in Tomcat’s \conf\Catalina\localhost directory.

& ace-am-1.6 !E E

File Edit View Fawvorites Tools Help | i
€ izl - B 1]- /-. ) search Falders mv &) Folder Sync
Address I_} CDocuments and SektingsimbennettDeskioplace-am-1.6 j G0
Mame = | Size | Type | Date Modified |
File and Folder Tasks £ [Chlicenses File Falder 10j4/2011 3:35 PM
R bhis Fil [CJupdates File Folder 10/4/2011 3:38 PM
E_]I' Frame s T E ace-am.sql 8KE SOLFie 1/24{2011 4:52 PM
[y Move this file ace-am.war 9,415 KE  WAR File 30202011 12:39 PM
[ Copy this file AT, 4KE Serna XML File 113112011 9:43 &M
@ Publish this File ko the Web INITALL 4KE File ZIjz011 310 PM
£ E-mailthis file [ License 1KE File 2/1/2011 3:10PM
x Dielate this File README 1KE File Z12i2011 11:55 AM
UPGRADE ZKB File Z12i2011 11:55 AM
...copy
& localhost M=l B3
File Edit Wiew Favorites Tools  Help ‘ i
O Back » () - ? P ! Search Folders ‘ E\ - | |2} Folder Syne
Address I]fl Chapache-tomcat-6.0,33confCatalinatlocalhost j Go
Mame = _ | Sizel Tvpe | Dake Modified |
File and Folder Tasks S 4 KB  3erna XML File 10/5/2011 3:24 PM
o P 3host-manager sl 1KE Serna XML File 10/4/2011 4145 PM
R Ehis Fil -4
enarne this file
=] i manager xml 1KE Serna XML File 10/4/2011 4145 FM

[dy Move this fils
...paste

6. Edit Tomcat’s \conf\Catalina\localhost\ace-am.xml configuration file with the following setting (using the previously
set password in place of “YOUR_PASSWORD"):

<Resource auth="Container" driverClassName="com.mysqgl.jdbc.Driver"
maxActive="20" maxIdle="10" maxWait="-1" name="jdbc/aceamdb"
testOnBorrow="true" type="javax.sql.DataSource"
url="jdbc:mysqgl://localhost/aceam" username="aceam" validationQuery="SELECT 1"
password="YOUR_PASSWORD" />



7. Place a copy of the mysgl-connector-java-5.1.XX-bin.jar in Tomcat’s \lib directory:

| MySQL Connector 1 !E[ E

...copy

...paste

File Edit Wiew Favorites Tools Help | l';'
Q Back = () ~ 'ﬁ' /' ) Search Falders E\- &) Folder Syne
Address |_} C:\Program Files\MySQLIMySCL Connector J j ord Go

File and Folder Tasks S

IEID Rename this file

i3y Move this file

D Copy this file

&3 Publish this file to the Weh

PN . -

Marme = Size | Type | Date Maodified |
73 build. ol 45 KB Serna XML File 2/8f2011 6:25 PM
CHAMGES 195 KE File 21812011 6:25 PM
COPYING 13KE File 21812011 625 PM
.1.15-hin.jar TeG KE  Executable lar File 21812011 6:25 PM
65 KE  File 21812011 625 PM
=| README  bxt 67 KB Text Document 21812011 6:25 PM

File Edit View Favorites Tools Help | ;','
0 Back - \_/J - 'ﬂ‘ 7 ) Search Folders mv @ Folder Sync
Address Iﬂ i\ apache-tomeat-6,0, 33 j o
Mame = Size I Type I Drate Modified I
File and Folder Tasks = ﬂ annokations-api.jar 15KE Executable Jar File 8/16/2011 2:25 PM
Em Rieranme ks il ﬂ catalina.jar 1,198 KE Executable Jar File 8/16/2011 2:25 PM
- ﬂ cataling-ant. jar 54 KB Ewecutable Jar Filz Si16/2011 2:25 PM
[y Move this fils |&f] catalina-ha.jar 1Z8KE Executabls JarFile  8/16/2011 2:25 PM
[ Copy this file ] catalina-tribes.jar 232 KB Executable Jar File 8/16/2011 2:25 PM
@ Publish this file to the Web ﬂ ecj-3.3.1.jar 1,527 KB Executable Jar File 8/16/2011 2:25 PM
¢33 E-mail this il ﬂ el-api. jar 33KE  Executable Jar Filz 8i16/2011 2:25 PM
x Delete this fils ﬂ ].asper.]ar- 516 KE Executable Jar F?Ie 81162011 2:25 PM
| jasper-el.jar 110 KB Executable Jar File 8/16/2011 2:25 PM
ﬂ jsp-api.jar 75KE Executable Jar File a/16/2011 2:25 PM
Other Places % .1.15-hin, jar 763 KB Executable Jar File zfgj2011 125 PM
ﬂ servlet-api.jar 37 KB Ewecutable lar Filz Si16/2011 2:25 PM
I apache-tamcat-6.0.33 ﬂ tomcat-covoke, jar 7S0KE Executable Jar File a/16/2011 2:25 PM
D My Documents ﬂ tomcat-dbecp. jar 245 KE Executable Jar File a/16/2011 2:25 PM
mbennett on ﬂ komcat-il&n-gs. jar 69 KB Executable Jar File gi16/2011 2:25 PM
DPT-MBEMMETTZ ﬂ tomcat-ildn-fr.jar S1KE Ewecutable Jar Filz Si16/2011 2:25 PM
t‘] My Metwork Places ﬂ tomcat-il &n-ja. jar 54 KE Executable Jar File 8/16/2011 2:25 PM




8. Start up Tomcat from \bin (double-click “startup.bat” for Win OS, or “startup.sh” for Unix OS)

& bin
File  Edit

OBack - igd ir

view  Favarites

Tools

Search

Help

Folders E -

-E"‘_) Folder Sync

M=l

Address |_| Ciapache-tomcat-6,0,33\bin

File and Folder Tasks

®f] Rename this File

[y Move this file

D Copy this file

&8 Publish this file to the Web
&3 E-mail this file

iz Print this file

W Delete this file

Other Places

T apache-tomcat-6.0.33
[ My Documents

mbennett an
DPT-MBENMETT2

&) My Hetwork Places

Details

E Tomcat P ]

2011 5:29:53 PM org.apache.catalina.core . fAprLifecycleListener init

Nou 2.

»

@

EBE

Name | Size | Type | Date Modified |
ﬂ boaotstrap.jar 23KB Executable Jar File S/16/2011 2:25 PM
Ecatalina.bat 12 KB M5-DOS Bakch File 8/16/2011 2:25 PM
-_Eﬂ catalina.sh 18KE SHFile a/16/2011 2:25 PM
ﬁcatalina—tasks.xml 3KB Serna XML File S/16/2011 2:25 PM
ﬂ commons-dasmnon. jar 24 KB Executsble Jar File 8/16/2011 2:25 PM
-_Eﬂ commons-daemon-native.tar.gz 195KE GZ File a/16/2011 2:25 PM
=] cpappend.bat 2KB MS-DOS Bakch File S/16/2011 2:25 PM
[Fdigest bat 3KB M5-DOS Bakeh File 8162011 2:25 PM
[ digest..sh 2KE SHFile 8/16/2011 2:25 PM
=] service bat SKE MS-DOS Bakch File S/16/2011 2:25 PM
=] setclasspath.bat 4 KB MS-DOS Bakch File 8/16/2011 2:25 PM
-_Eﬂ setclasspath.sh SKE SHFile a/16/2011 2:25 PM
[ shutdown. bat 3KE  MS-DOS Batch File a/16/2011 2:25 PM
E shutdown, sh ZKE SHFile 8/16/2011 2:25 PM
3KE MS-DiOS Batch File a/16/2011 2:25 PM
E startup,sh ZKE SHFile a/16/2011 2:25 PM
ﬂ tonakive-1.dll 848 KB  Application Extension  8/16J2011 2:25 PM
‘gtomcatﬁ.exe 73KB Application a/16/2011 2:25 PM
‘gtomcatﬁw.exe 100 KB  Application S/16/2011 2:25 PM
ﬂ tomecat-juli.jar 27 KB Executsble Jar File 8/16/2011 2:25 PM
-_Eﬂ tomcat-native. tar.gz 236 KB 1aZ File a/16/2011 2:25 PM
[Ftack-wrapper bat 4 KB MS-DOS Bakch File S/16/2011 2:25 PM
Etool—wrapper.sh 4KE SHFile 8/16/2011 2:25 PM
=] version.bat 3KE MS-DiOS Batch File a/16/2011 2:25 PM
gﬂvembnsh 2KB SHFile S/16/2011 2:25 PM

INFO: Loaded APR bhased Apache Tomcat MNative library 1.1.28.

Now 2.

INFO: APR capabilities:

ndom [truel.

IPu6

2011 5:29:53 PM org.apache.catalina.core.AprLifecycleListener init
[truel, sendfile [truel, accept filters

[falsel, ra

-, 2811 5:29:55 PM org.apache .coyote_httpll HttpliAprProtocol init
Initializing Coyote HITP-1.1 on http—8688
- 2811 5:29:55 PM org.apache.coyote.ajp-.AjpAprProtocol init
Initializing Coyote AJP-1.3 on ajp—808%
- 2811 5:29:55 PM org.apache.catalina.startup.Catalina load
Initialization processed in 3368 ns
Mov 2, 2811 5:29:55 PM org.apache.catalina.core.StandardService start

INFO: Starting service Catalina

Mou 2. 2811 5:29:55 PM org.apache.catalina.core.StandardEngine start
INFO: Starting Servlet Engine: Apache Tomcats6.8.33

Nou 2.

2011 5:29:55 PM org.apache.catalina.

INFO: Deploying configuration descriptor ace—am.xml
_JPAEclipseLink8essionCustomizer: configured java:compsenv/jdhcsaceamdh

[EL Infol: 2011-11-82 17:380:84_.84—ServerSession(23278087>—EclipseLink, version
: Eclipse Persistence Services — 2.0.0.v20071127-1r5731
[EL Infol: 208011-11-82 17:38:86.575—ServerSessiond23978887)—File:-/C:/apache—tom
cat—6.8.33 /vebappssace—an UEB-INF/classes/_ace—amPl login successful

Nov 2.

2011 5:368:14 PM org.apache.catalina.startup.HostConfig

INFO: Deploying configuration descriptor host—-manager.xml

Mow 2. 20811

Mow 2. 2811 5:30:14
INFO: Deploying weh
Mow 2. 2811 5:30:14
INFO: Deploving weh
13@:17
INFO: Deploying web
2811 5:30:17

Nou 2. 20811 5

Nov 2.

INFO: Start1ng Cuyote HITP-1.1 on http-8088

Nov 2, 2011 &

INFO: Start1ng

MNow 2.

5:38:14 PM org.apache.catalina.startup.HostConf ig
INFO: Deploying configuration descriptor manager.xml

PM org.apache.catalina.startup.HostConf ig
application directory docs
PM org.apache.catalina.startup.HostGonf ig
application directory examples
PM org.apache .catalina.startup.HostGConf ig
application directory ROOT
PM org.apache.coyote.httpll .HttpliAprProtocol start

7 PM org.apache.coyote.ajp.AjpAprProtocol start
uynte AJPA1.3 on ajp—86889

2011 5:30:17 PM org.apache.catalina.startup.Catalina start
INFO: Server startup in 21866 ms

startup.HostConfig deployDescriptor

deployDescriptor

deployDescriptor

deployDirectory

deployDirectory

deployDirectory




9. Open a browser and navigate to http://localhost:8080/ace-am/ The ACE Audit Manager should appear. To add or use

an existing collection, enter username, “admin” password, “admin” at the prompt.

EDALE Audit Manager - Mozilla Firefox
File Edit View History Bookmarks Tools  Help

@ - A 77~ |[CJ+] aut control environment P
2] Most Visited 4 Getting Started .| Latest Headines
‘ ] Aceidudit Manager Instalation Guide - | [ ACE Audit Manager 8| r
Status
Y ACEAudit Manager
Collection Name Type Total Files™ Last fudit  Mext Audit
@D TEST Puerio Rican Legal Docs local 35 0ct052011  Unknown
@V pan_UcL local 90754 0ct 272011 Unknown

Add Callection

=@ _ Audit in progress @D - Audit idle
* - Total files and status not updated until after first sync.
Automated auditing is currently paused.

Version 1.9 © 2010, Univesity of Maryland Institute o1 Advanced Computer Studies. All Rights Reserved. ACE Web3ite

Status Eventlog  Accounts

- ACEaudit Manager

[
—PAN_UCL x

Audit Status: Idle

Last Complete Update Thu Cct 27 05:41:37 EDT 2011

Allow Outside Data Access  false

Directory WLib-staffipanucl

Collection Type local

Digest Type SHA-ZE6

Collection Size 943.4 GB

Audit Period 7 Automated auditing is paused

Total Monitored Files 0754

Total Errors: 0

B 2 e B mrme.

Caollection Name Type Total Files™  Last Audit Mext Audit
@0 &  TEST Puero Rican Legal Docs local 36 Oct 05 2011 Unknown
@D PAN_UCL local 90754 Oct 27 2011 Unknown

Add Collection Enahle Automated Auditing

=@ . Audit in progress @0 - Audit idle
*- Total files and status not updated until after first sync.
Automated auditing is currently paused.

Wersion 1.6 @ 2010, University of Maryland Institute for Advanced Computer Studies. All Rights Reserved. ACE Wehsite




10. When finished running ACE, close the browser tab where it appears, then shutdown Tomcat (double-click either
shutdown.bat for Win OS or shutdown.sh for Unix OS):

File Edit ‘“iew Favorites Tools  Help | "
O Back = (] ~ ir | / ) Search Folders | El | W) Folder Sync
Address |7 Ctiapache-tomcat-6.0.331bin =l e
Mame = | Size | Tvpe | Date Modified |
File and Folder Tasks S boatstrap.jar 23KB Executable Jar File 2f16/2011 2:25 PM
" this i catalina.bat 12KE  MS5-DOS Bakch File g/16/2011 2:25 PM
E_E Enams Hhis e [ cataina.sh 18KE SHFile 8/16/2011 2:25 PM
(& Move this file ¥ catalina-tasks. xml IKE  Serna XML File 8/16/2011 2:25 PM
) Copy this fie | £/] commons-daeman. jar 24KE Executable Jar File 81162011 2:25 PM
@ Publish this file ko the Web cammons-dagmon-native.tar.gz 195 KE 32 File Gi16/2011 2:25 PM
j E-rnail this file cpappend.hat 2KE MS-DOS Batch File g/16/2011 2:25 PM
2 Frint this file dlgest.bat 3KE MS-DOS Batch File §/16/2011 2:25 PM
; ote thie Fi digest.sh 2KB  5HFile 8/16/2011 2:25 PM
XK Delete this file [Flservice.bat SKE MS-DOS Batch File 8{16{2011 2:25 PM
[F setclasspath.bat 4KE MS-DOS Batch File 8/16/2011 2:25 PM
2 setbclasspath.sh SKE SHFile 8/16/2011 2:25 PM

Other Places

ishutdown, bat 3KE MS-DOS Batch File 8/16/2011 2:25 PM
=) apache-tomcat-6.0.33 shutdown.sh ?KE SHFile g/16/2011 2:25 PM
E‘ My Documents [Fstartup bat 3KE MS-DOS Bakch File 2f16/2011 2:25 PM
whennett on startup.sh ZKE SH Fils 8162011 2:25 PM
DPT-MEBEMNETTZ ‘ﬂ tenative-1.d0 848 KB application Extension  8/16/2011 2:25 PM
b\} My Metwork Places ‘gtomcats.exe 73KB Application 8/16/2011 2:25 PM
\gtomcatsw.exe 100KE  Application 8/16/2011 2:25 PM
M tarncat-juli. jar 27KE Executable Jar File Gi16/2011 2:25 PM
Details ¥ tormcat-native.kar.gz 236KE GZ File g/16/2011 2:25 PM
tool—wrapper.bat 4KE MS-DOS Bakch File g/16/2011 2:25 PM
tool-wrapper.sh 4KE SHFile g/16/2011 2:25 PM
versmn‘bat 3KB M3-DOS Batch File 8/16/2011 2:25 PM
wersion,sh ZKE SHFile 8/16/2011 2:25 PM

Type: M3-DOS Batch File Date Modified: 8/16/2011 2:25 PM Size: 2,05 KB |2‘05 KE | J [y Computer 4

NOTES:

1) ACE can crash and throw “out of memory, Java heap space” error messages in the browser if not enough memory is
allocated to the installation device’s Java Virtual Machine (JVM). Based upon testing, more than 2.5GB is recommended
if the device can spare the dedicated allotment. On Windows-based devices, JVM memory can be set through the Java
Control Panel:

B 3ava Control Panel
Generall Update Java I Sel urityl ndvancedl

Java Runtime Environment Setkings

Wiew and manage Java Runkime versions and setkings for Java applications and
applets.

oK Cancel Apply




Find the most recent Java version, double click on the 'Java Runtime Parameters' box, add the statement "-Xmx2500m"
then hit the Enter key for a total of 2.5GB. Click OK, and then click Apply.

B 3ava Control Panel
Generall Update Java | SBcuritvl ﬁdvanced'

" Jawa Runtime Environment Settings

Wiew and manage Java Runtime versions and settings For Java applications and | |

Ja\ra Runtime En¥ironment Settings E
—Java Runtime Versions
I System |
Platfarm Product Location Path Runtime Parameters | Enabled
1.6 1.6.0_29  |http:ffiava.s... [oi\Program FilesiJava, £)-¥m:x2500m ) v
1.6 1.6.0_07  |http:/fiava.s... JCOProgram Files\dava. .. I~
Find | Add | Remove
( o4 I) Cancel |
o

QK I Cancel ( Apply |

2) In order to create and store file hashes, ACE needs to read the entire bit stream of a given archived file. In turn, ACE
performs most efficiently across high speed connections to a given archival file storage system. Based upon tests with
roughly 91,000 files that take up 1TB of storage space, ACE can complete SHA-256 hashes in about 8-10 hours across a
gigabit network. In comparison, these same hashes require more than 1 week of time to finish across a 10mbs network.

3) To take advantage of ACE’s Integrity Management System (IMS), the device from which ACE is running needs Internet
connectivity to the ACE home site at University of Maryland (UMD) where integrity tokens are created. These tokens
are stored both at UMD and within the local ACE database.

4) One of ACE/IMS’s unique characteristics is that it allows for the monitoring of not only archival files through created
hashes but it can also monitor the integrity of the hashes themselves. Additionally this can be accomplished through
third party audits.

5) See ACE’s main page which is the best central source of the program’s purpose, scope, and foundational technical
description: http://tinyurl.com/7ceewsl|
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